HIPAA Compliance Checklist for 2017

This checklist is intended to aid employers, who sponsor group health plans, to review their company’s compliance with key regulations of the Health Insurance Portability and Accountability Act (HIPAA) for 2017. If you have further questions, talk to an associate at The Olson Group for a full Compliance Assessment.

For more information, visit https://theolsongroup.com or call 402-289-1046.
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	Checklist
	Regulation
	To Do List
	Relevant For:
	Due Date:

	


	Notice of Special Enrollment Rights
	· Complete the notice that describes the group health plan’s special enrollment rules

· Know that HIPAA carries specific dates when coverage is required to be made effective for special enrollees:
· For special enrollment upon birth, adoption, or placement for adoption requires coverage to be made effective as of the date of birth, adoption, or placement

· For special enrollment upon the loss of eligibility for other coverage, upon loss of employer contributions toward other coverage, or upon marriage, coverage requires coverage to be made effective no later than the first day of the firs calendar month following the date a completed request for enrollment is received
 
	Employers with group health plans that have 2 or more participants who are current employees
	At or before the time an employee is initially offered the opportunity to enroll in the group health plan

	


	Wellness Program Disclosure
	· Compile a notice, if offering a wellness program, which discloses the availability of a reasonable alternative standard to qualify for a reward and states that the recommendations of an individual’s personal physician will be accommodated
	All fully-insured and self-funded non-grandfathered plans  
	Upon enrollment in the program and annually thereafter 

	


	Notice of Privacy Practices for Protected Health Information
(Privacy Rule)
	· Provide plan participants with a notice that describes:
· How the covered health care provider may use and disclose protected health information about an individual

· The individual’s rights with respect to the information and how the individual may exercise these rights, including how the individual may complain to the covered health care provider

· The covered health care provider’s legal duties with respect to the information, including a statement that the covered entity is required by law to maintain the privacy of protected health information

· Whom individuals can contact for further information about the covered health care provider’s privacy policies
	Covered, entities, including health plans, unless a specific exception applies
	Upon an individual’s enrollment in the plan and:
· Within 60 days of a material revision
· Once every three years (Notify participants how to obtain the notice)

	


	Security Rule
	· Must maintain reasonable and appropriate, administrative, technical, and physical safeguards for protecting electronic protected health information (e-PHI). Specifically, you must:
· Ensure the confidentiality, integrity, and availability of all e-PHI you create, receive, maintain, or transmit

· Identify and protect against reasonably anticipated threats to the security or integrity of the information

· Protect against reasonably anticipated, impermissible uses or disclosures

· Ensure compliance by your workforce
	Covered, entities, including health plans, unless a specific exception applies
	ASAP


	Checklist
	Regulation
	To Do List
	Relevant For:
	Due Date:

	


	Portability of Health Coverage
	· Ensure that your group health plan(s) meet standards of HIPAA’s Portability of Health Coverage Rule. These standards include:
· Limitations on excluding coverage of pre-existing conditions

· Prohibitions from discriminating by denying coverage or charging extra for coverage based on an employee of family member’s past or present poor health

· Guarantees for certain small employers of the right to purchase health insurance 
	Employers with group health plans that have 2 or more participants who are current employees
	ASAP

	


	Administrative Simplification Rule
	· Meet national standards for electronic health care transactions, as well as “code sets”, unique health identifiers, and security. Rule includes:
· Employer Identifier Standard

· National Provider Identifier Standard

· Transactions and Code Sets Standards
	Covered, entities, including health plans, unless a specific exception applies
	ASAP

	

	Notice of Breach of Unsecured Protected Health Information
	· Provide a notice to affected individuals that details certain information related to the discovery of a breach of unsecured protected health information, including:
· A description of the breach

· The types of information that were involved

· Steps affected individuals should take to protect themselves

· A brief description of what the covered entity is doing to investigate, mitigate the harm, and prevent further breaches

· Contact information for the covered entity

· If the breach affects more than 500 individuals, you are required to provide notice to prominent media outlets serving the respective State or jurisdiction
	Covered, entities, including health plans, unless a specific exception applies
	No later than 60 days after the discovery of a breach





[bookmark: _GoBack]Prepare yourself and your company for these compliance requirements to change or be altered. Stay up-to-date on the latest information regarding HIPAA by  visiting  http://compliance.theolsongroup.com/.
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